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c.
ISPS Code

INTRODUCTION

1. The International Ship and Port Security (ISPS) Code regards exercises as tool for the effective implementation of the port facility security plan and recommends that exercises be conducted regularly. This part of the Manual explains the various steps to be taken in organising, planning and execution of an exercise by the port facility as well as to provide the underlying reasons for these steps.  

2. The changing maritime security environment meant that port facilities must examine situations of increasing complexity. Where it may have been adequate to plan for events of significant probability, there is a need, with the proliferation of terrorism, to consider situations of unlimited possibilities. Exercises provide the structured environment to step through the thought processes essential to contingency planning and reveal best solutions in any given set of circumstances.

3. The ISPS Code recognizes the scale of exercises as possibly being beyond the scope of some Port Facilities, and as such, Port Facility Security Officer may choose to participate in exercises for which the responsibility for conduct is directed at a level beyond the Port Facility (Part B paragraph 18.6). Nonetheless, port facilities have to ensure that, should they participate in these exercises, they are to achieve their objectives in taking part. 

4. The Annexes and Appendices provide various documents and templates that may assist users in organising, planning and executing Exercises.

DIFFERENCE BETWEEN DRILLS AND EXERCISES

5. Drills are live activities that are limited to specific procedures usually involving participants from the same organisation or agency and, as such, have a simple management structure.  They are conducted frequently (ISPS Code require quarterly) to ensure proficiency and quality of performance and are used to teach repetitive or psychomotor skills that are intended to become “second nature” with the objective of maintaining a high level of readiness, practise hands-on skills, test equipment, test procedures. It is worth noting the ISPS for drills is directly linked to testing individual elements of the security plan.

6. Exercises, on the other hand, are held less frequently and are usually larger scale, more complex training events when compared to drills. The purpose is to test and update the facility security plan and associated response plan. Exercises require more complex planning and lead time and will require the formation of an Exercise Planning & Control Team. 
TYPES OF EXERCISES

7. The ISPS Code list the following types of exercises, in increasing levels of complexity:

· Seminar – A seminar is a short duration (few hours) event where speakers present topics to a large audience.  There may be facilitator-led discussions with the participants. It can be used as a form of preparation for a tabletop exercise. Topics such as best practices in security procedures, sharing their experience with actual security incidents, anticipated threats, etc will be helpful in creating awareness and improving the general readiness. Seminars are relatively easy to organise and will not be the focus of this Manual.

· Tabletop – Tabletop exercise is essentially a discussion held around a table for participants. The scenario can be as simple or as complex as required by the port facility. It can be used to familiarise the participants with the established procedures, used as a tool to evaluate the robustness of the existing procedures or to examine new threats and develop the measures to counter them. It can even be as a precursor to a Full Scale/Live Exercise. Depending on the objective of the exercise, the personnel involved will vary.  For example, if the purpose of the exercise is to examine new threats and to develop the measures to counter them, it is likely that only supervisory/middle management and above personnel are involved. 

· Full Scale or Live – These exercises simulate real events as much as possible.  It will involve the mobilisation and movement of personnel, equipment and resources. The exercise is controlled by “controllers” with the simulators playing the role of adversaries. Live exercises are more complex to organise compared to tabletop exercises due to logistics, manpower and coordination requirements. 
SCOPE OF EXERCISES

8. The scope (and thus scale) of an Exercise can take the following forms:

· Port Facility – These exercises are held by the port facility and will only involve personnel from the port facility and its partners. The focus of this manual will be on exercises that are to be held at the port facility level.  A port facility exercise can be a table top exercise or a live exercise. 

· National – Such exercises may involve not only port facilities, but also other transportation nodes and other branches of the government such as the armed forces, etc.  If participating in such exercise to meet ISPS requirement, port facilities should have their own objectives to test its security plans. 

BASICS OF EXERCISES

9. Exercises are essentially a collection of drills and involve two groups of people; the controllers/simulators and the players.  Due to the more complex nature, there will be a larger number of controllers needed to organise, plan and facilitate the exercise as compared to a drill.  Security personnel, supervisory and management staff may also be “tested” in exercises as well. 

10. Exercises allow multiple facets of the security plan to be put into action when compared to a drill.  For example, an exercise may involve Contiguous Zone Security, Access Control and Materials Handling.  In addition, because exercises can cover more activities, the scope of exercises will be broader and the aims and objectives of exercises should reflect this as well.

11. Like drills, there will also be a need to have a scenario and storyline to base the exercise upon. Volume III of this Manual provides several scenarios that port facilities may adopt or adapt as necessary to suit their need when conducting the exercise.  Finally, there will be a review to determine if the aims and objectives were achieved as well as what was done well and what can be achieved for future exercises. The review should also make recommendations for changes or improvements to the security plan and procedures, if needed. 

INITIATION

12. For a port facility level exercise, the head of the department responsible for security would be the person to start the ball rolling in organising the exercise. For an exercise at the port authority level, the head of department responsible for port security would likely be the one to do so. 

Scheduling and Obtaining Budget

13. The ISPS Code requires that exercises “should be carried out at least once each calendar year with no more than 18 months between the exercises”. An exercise, especially a live one, will require more resources than a drill and may impact the normal business of the port facility.  As such, it should be scheduled as far ahead as possible such that the disruption can be minimised. 

14. If Contracting Government agencies and/or the Designated Authority schedules and conducts maritime security exercises on an annual basis and involves port facilities in these exercises, respective port facilities should plan to incorporate their requirements into the exercise. 

Exercise Announcement

15. To kick off the exercise, an Exercise Announcement should be sent to members of the Exercise Planning & Control Team to inform them of their involvement, and the management of the port facility for their information.  Refer to Annex A for a Sample Exercise Announcement.  

16. Depending on the type of exercise and complexity of the exercise, sufficient time should be provided to book the assets and to plan and prepare. This may be easier if the exercise has been scheduled for in the port facility’s workplan. In this Manual, the suggested lead time is 1 month.  However, depending on the complexity of the exercise and experience of the port facility, a longer lead time may be required.

PARTICIPANTS

17. An exercise usually involves 2 groups of participants; the controllers/simulators and the players.  The entire exercise is overseen by the Exercise Director.  See Appendix 1 for the Responsibilities of the Exercise Director.

Exercise Planning & Control Team 

18. The controllers/simulators form the Exercise Planning & Control Team (EPCT) that, as the name imply, plans and oversees the conduct of the exercise.  The EPCT consists of the following:

· Chief Controller. The Chief Controller is overall in charge of the EPCT.  He/she should have sufficient experience in planning and conducting an exercise and is familiar the plans and procedures.

· Controllers. These are individuals that monitor and guide the conduct of the exercise by providing inputs and information to the participants. Controllers need to have good understanding of the objectives of the exercises as well as working knowledge of plans and procedures. Controllers monitor, track and report exercise activities, and provide injects from the Master Event Lists and generally guide the activities to achieve the exercise objectives. 

· Evaluators. In order to effective measure the success of the exercise, the details of the exercise must be captured. If the manpower resources allow, dedicated evaluators should be appointed.  If not, members of the EPCT may be appointed for this role. 

· Simulators.  They provide interface between the players and non-participating real world organisation or people. For example, simulators can assume the role of intruders or personnel from the delivery company.

See Appendix 2 for the Tasks of the Control Team.

Players.  

19. These are subject of the Exercise and are usually the personnel from units on the ground performing the actual tasks as well as their supervisory/management staff. For Tabletop Exercises, the Players maybe just the Supervisory level or more senior level of personnel. 

Evaluators

20. In order to effectively measure the success of the exercise, the details of the exercise must be captured. If the manpower resources allow, dedicated evaluators should be appointed.  If not, members of the EPCT may be appointed for this role. 

Exercise Safety Officer

21. All Exercises will have an element of risk especially when realism is desired.  The key point to note is not to have zero risk during the Exercises but to manage the risk accordingly. When all reasonable safety precautions have been observed, unforeseen accidents that may occur should not be occasions for the laying of blame, rather for valuable lessons to be drawn.

22. For live exercises, it may be necessary to have one or more independent persons to oversee various safety aspects of the exercise.  The Exercise Safety Officer should preferably be familiar with risk assessment/risk mitigation and should review the safety aspects of the scenario, events in the Master Events List relating to the ground resources and all equipment to be used in order to ensure the safe conduct of the exercise.

23. Where possible, the Exercise Safety Officer, if appointed, should monitor actual events in order to oversee their safe conduct. The Exercise Safety Officer should be stationed where he/she would be:

· Able to observe the majority of events

· Near where potentially hazardous activity may take place

· Accessible should he/she be required in a contingency

24. The Task of Exercise Safety Officer are given in Appendix 3.
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LOGISTICS

25. In terms of the logistics requirements, the demand of a live exercise is substantially more than that of table top exercise where a briefing room may be sufficient. Some requirements that may have to be considered are:

· Briefing Room – Need to be big enough to hold all participants for briefing/debriefing. A projector, computer(s), stationery, chairs and tables will be needed. For a table top exercise, the entire exercise can be conducted in this room. This room may also double as the Controller’s Operations Room but should it be used for such a purpose, measures should be taken to ensure that sensitive information is kept away from the players.

· Planning Room(s) – Depending on the scope and complexity of the exercise, separate rooms may be needed for planning or discussion at sub-group level. Tables, chairs and stationery will be needed. 

· Controllers’ Operations Room – This is where the exercise can be monitored and controlled by the EPCT. It will be necessary to have the following:

· A map covering the geographical area of responsibility, on which may be displayed the activity of interest.

· Master Event List to be checked off as event takes place

· Exercise Clock (may not be synchronised with actual time)

· State boards providing a visual display of the status of various aspects  of the exercise which may be status of vehicles/vessels/equipment, location of personnel, etc

· Communications means – All communications facilities (telephone lines, fax lines, internet, email, etc) needed for the conduct of the exercise must be available.

· Office equipment – Fax, printers, photocopiers, computers, telephone, fax machines, computers, etc.

· Player’s Operations Room – This is for the use of the players.  Most port facilities will have such a room for the monitoring of daily activities and it would be ideal to use the actual room to evaluate its adequacy.  However, should the actual operations room be used, measures should be taken to ensure that actual daily operations is not impacted by the exercise. 

· Food and Refreshments – If required. 

· Office equipment and supplies – These will be required to support the planning, and will include computers, photocopiers, printers and stationery.

· Vehicles, equipment, props and additional personnel – Where required, it may be necessary to hire additional persons, vehicles, equipments or acquire props for the exercise.

26. If the exercise is set to be conducted round the clock or for long durations, it is necessary to schedule personnel to work in shifts as well as spare equipment as back up should there be equipment failures. It is also necessary to have technicians and additional personnel on standby to support the exercise should there be equipment faults or should exercise personnel fall sick or have to attend to unforeseen circumstances. 

BUDGET

27. Certain expenses may be necessary during the planning, conduct of the exercise as well as post-exercises. Specifically, funds may be needed for the items listed above.  If fund has already been allocated, the exercise may have to be planned to be within the budget unless additional budget can be obtained. 

EXERCISE PLANNING

Exercise Planning Meetings(s)

28. The Exercise Announcement will provide the date, time and location for the planning meeting(s).  The planning meeting, as its name implies, brings together members of the Exercise Planning & Control Team (EPCT) or, in the case of a large exercise, the Planning Group (PG) to plan for the exercise.  Depending on the complexity of the exercise and the experience of the EPCT/PG, several planning meetings may be required. A Sample Agenda for Planning Meeting is given in Appendix 4.

Establishing the Objectives

29. The aims of Port facility exercises are to test communication, coordination, resource availability and responses to maritime security incidents. In order to develop, conduct and evaluate the exercise and, to improve the plans and procedures, specific objectives have to be created. Objectives are simple, measurable, achievable, realistic and task orientated statement and there can be a few to tens of objectives for a big and complex exercise.  The EPCT is responsible for establishing the objectives of the exercise.

30. Inputs for the objectives may be obtained from:

· Port Facility Security Plan. The Port Facility Security Plan will provide the basis on which to build the specific objectives. 

· Lessons Learnt from previous Exercises. The findings from previous exercises of the same nature can form the basis for the formulation of the objectives for the next exercise.

· Changes that impact on Security: Changes to the physical, organizational, operations, logistics, administrative or threat environment may impact the existing plan and procedures. The effect of such changes should be examined in detail, and the findings may form the basis for developing the objectives for an exercise.

31. Properly worded objectives would provide clear means to measure the success of the exercise.

Selecting the Exercise

32. Based on the aims and objectives of the exercise, the next task on the planning agenda is to identify the exact exercise to be conducted. The following factors may guide the selection of the exercise:

· A master plan for a series of exercises to cover all the possible scenarios that the port facility or country/region is likely to face. 

· A specific type of threat that is of current interest

· Recently identified weakness or lapses in security

· Revision and verification of lessons learnt from the previous exercise.

33. The specific exercise may be selected from the menu provided in APEC Manual of Maritime Security Exercises & Exercises for Port Facilities – Volume 3: Book of Maritime Security Exercises.

Duration

34. In this Manual, the exercises are designed to be conducted over half a day. However, port facility may choose to conduct the exercise over a longer period. 

Creating the Scenario

35. The setting or scenario for an exercise may describe a maritime security situation that resonates with all participants i.e. they will be able to recognize, identify with; and relate to the situation, and sets the storyline as the exercise unfolds. The scenario will set the scene and focus all participants on the events. It may be useful and relevant to use recent events as the background for the exercise. A good scenario would create many possibilities for exercise play.

Create the Key Events List

36. 36.
The Key Events List (KEL) is a list of important events associated with the exercise. A good analogy is the chapter headings of a book. Due to exercise artificialities, key events should be identified and a Key Events List (KEL) should be created first. This creates a frame work for the formulation of subsequent events and injects to shape the exercise.  

37. The KEL will also contain administrative as well as operational events.  For example, it is desired to step up the tempo of the exercise at XXXX hrs and bring the exercise to a crescendo by YYYY hrs and end the exercise by ZZZZ hrs.  

38. With this “big picture” in mind, injects and events should be created to meet these events.  

Create the Master Inject List

39. The Master Inject List (MIL) is a complete list of all injects, which are events designed to shape the exercise. Injects are expected to elicit a response from the participants that will generate a specific outcome or learning point.  Thus, their formulation should be based on the exercise objectives, which may be to validate specific aspects or processes within a plan.

40. Injects are formed based on the objectives identified earlier and may be time-based or event-based.  Time-based events are usually initiated by the “Controllers” while event-based inject may be triggered by the response from the participants. The timing and type of injects should take guidance from the Key Events List.  For example, when the tempo is stepped up, injects should take place more often and of more serious consequence. 

41. For large and complex exercises, it may be more manageable for various departments to develop injects separately before merging all of them into the Master Inject List.  The Chief Controller should ensure that these injects complement each other and may also direct the formation of additional injects where necessary. 

42. While the Master Injects List may be used to direct the exercise along a pre- determined path, it should be subjected to adjustments - additions/deletions as the exercise unfolds, particularly if these are needed in order to meet the objectives. However, it should be noted that ad-hoc injects may have ripple effects on other injects and should be done with caution and due consideration. Controllers may need to evolve the scenario by exercising their imagination, creativity and discretion in formulating new events and injects as each is responded to by the participants.

43. In formulating injects, controllers should keep in mind that players’ ability to respond should not be swamped.  This will be self-defeating, as it often results in disbelief and dissatisfaction, and invariably detracts from the usefulness of the exercise. 

44. Volume III provides a menu of exercises which may be adapted entirely or modified as required. A simple way is to incorporate some of the drills from Volume II into the exercises.

Create the Master Events List

45. When the Key Events List and the Master Injects List are merged it creates the Master Events List (MEL).  As such the MEL is a comprehensive list of all events associated with the exercise and includes all injects, administrative as well as operational events.  

See Appendix 5 for a Sample Master Events List

Communications Plan

46. Where possible, for live exercises, the communications means and channels established under the existing Security Plans should be employed by the participants during the exercise. If a new communications arrangement is being tested during the exercise, or if special communications equipment and/or procedures are to be implemented at higher Security Levels, these communications channels must be set up for the flow of instructions, messages and reports that will be generated during the exercise.  

47. Controllers will require a separate channel of communications among themselves. Especially for equipment like walkie-talkie or radio, where any party on the circuit will be able to listen in, it will be necessary to have separate channels for communication between controllers.  This may not be necessary for point-to-point communication such as phones, emails, fax, etc. 

48. In all these cases, arrangements for the equipment and procedures will need to be made, a communications plan (a sample is provided in Appendix 6) promulgated and the communications tested prior to the commencement of the exercise. 

49. It is important for communications channels to be fully set up and checked before the commencement of the exercise proper. It can be very frustrating and a potential show stopper if communication cannot be properly established between the participants. For this purpose, a warm-up phase can be incorporated before the exercise proper. 

50. For table top exercises, communications may be verbal, or in the form of email or paper messages passed physically between participants, and between controllers and participants. Verbal messages should be recorded in a message log. Paper messages with simple headings like “Date”, “Time”, “From”, “To” and if required, “Security Classification” and “Precedence” (indicates the priority the message should be accorded) should be filed. These constitute a record of the exercise proceedings and would be useful for the debrief, and may be destroyed thereafter.

Codewords

51. Codewords are usually simple words that have specific meanings, they provide brevity and clarity and promote effective communications and understanding during the conduct of the exercise. Codewords should be generated and made known to all participants. The following Codewords are recommended for use in all Exercises and additional codewords may be generated for specific circumstances.  

See Appendix 7 for a Sample List of Codewords that may be used. 

Safety

52. Controllers/simulators with roles that require actual interactions with the players should be issued with a letter of identification (a sample is provided in Appendix 8) to forestall any undesirable action or behaviour on the part of security staff toward them.

Policy for disclosure

53. The Chief Controller should decide if the exercise is to be announced or unannounced (i.e. players such as security staff will not be notified of the conduct of the exercise beforehand).  It should be noted that there are a range of options ranging from fully announced to fully unannounced.  Fully announced exercises would be such that all participants are fully aware of what the exercise entails while totally unannounced exercises would be a surprise to the players.  It can be partially announced where players know the period (but not the exact dates) when the exercise is to be held and the nature of the exercise (but not the exact scenario).  The Chief Controller would have the discretion of determining the amount of information to be provided to the players.

54. In deciding the mode, the following may be taken into consideration:

· Security - Where it is assessed that confidentiality is uncertain or difficult to maintain, it is preferable to opt for an announced exercise, 

· Organizational culture - Unannounced exercises may be perceived as a test of the participants, which may cause unnecessary tension. 

· Purpose of the exercise – If the purpose of the exercise is to verify the procedures, it may be better to have an announced exercise such that the participants know exactly what to expect and can adopt the appropriate procedures.  However, if the purpose is to test the readiness, then an unannounced exercise may be more appropriate. 

· Whether the exercise is likely to impact the ship, crew, agents, suppliers or contractors, as stores delivery will be affected.  If there is impact, the ship should be notified of the exercise in advance. 

Endorsement

55. At this stage, it may be necessary to seek approval or endorsement for the conduct of the exercise from management of the various units.  It may be necessary to elaborate on the details from the planning process outlined above, including the budgetary and other resource requirements.  Nonetheless, the management of the various units should be informed of the exercise prior to its conduct, even if formal approval or endorsement is not required.

Security

56. Consideration should be given to the possible disclosure of confidential information (e.g. details in the PFSP) in all exchanges connected with this exercise, and appropriate precautions taken to avoid the release of such information to persons not authorized to receive it.  A rule of thumb is the principle of “need to know” meaning sensitive information should me made known only to person who “need to know” it to do their job.  For example, if external parties are engaged to participate in the exercise (likely as the participants), they should not need to know the various security processes or procedures in place.

Administrative 

57. To facilitate the conduct of the exercise and to ensure all participants and interested parties are aware, an Administrative Instruction should be provided to all participants of the exercise before the beginning of the exercise, by which time, all planning for the exercise should have been completed. This instruction should cover the intentions, objectives, schedule; and personnel, communications, logistics and administrative arrangements for the exercise.

Refer to Annex B for a Sample Administrative Instruction.

58. Where unusual numbers of personnel or their movement is expected as a result of the conduct of an exercise (e.g. personnel from other offices or the head office, State administrations, and security forces), some administrative arrangements will be required. These may include:

· Security passes – Personnel will require the issue of temporary security passes for access during the exercise. Consideration should be given to separate “players” and “controller” passes, and the control of movement indicated by such passes whereby participants may not have access to control areas such as controller planning rooms.

· Car parks – Where an influx of other personnel is expected for the exercise,  car  park  space  will  have  to  be  assigned  to  avoid  unnecessary conflicts over parking rights.

· Termination – The Administrative Instruction should include the actions and activities relating to the end of the exercise, such as:

· Assembly or re-deployment of personnel.

· Return, accounting or disposal of materials and equipment. 

· Restoration and making-good of property.

CONDUCTING THE EXERCISE

Briefing.

59. As the planning may be done in a compartmentalised manner, it will be necessary to brief the entire EPCT once the planning is completed and before the conduct of the exercise.  This will ensure consistency in the delivery of injects and allows the Chief Controller to provide guidance to the controllers and simulators. 

60. Depending if the exercise is announced or unannounced, briefing to the players may also be carried out.  While players are for the most part expected to perform their regular tasks, exercises should be conducted primarily as a learning experience for all, rather than as a competition between the EPCT and the players. Thus, while players need not be told the exact details of the exercise, they should be aware of the objectives and especially the required attainments. The lessons learnt from previous exercises of the same nature should also be reviewed during the briefing.

Appendix 9 for Pointers for Briefing

Conduct

61. If necessary, the controllers could rehearse the key events of the exercise with some of them role-playing as the players. If this is desired, sufficient time should be provided for such a rehearsal.

62. A pre-exercise warm-up phase to check the communication links and to get all participants ready could be considered. If this is desired, additional time should be provided for this phase. 

63. All personnel, controllers and players, should be at their respective stations before the specified commencement time. It may be necessary to provide all participants with some time before the exercise commences for them to settle in and to check the systems, especially the communication links.  

64. Generally, exercises should commence on the specified time, as this will minimize the need for communications. The first event from the Injects List may also be used to initiate the exercise.  As the exercise progresses, events are ”injected”  to keep the exercise in motion. If necessary, injects and scenario may be modified as the exercise progresses to ensure that the objectives can be met.

65. Exercises may be temporarily halted facility-wide or at a specific location for a number of reasons:

· Safety is compromised – Where the controller(s) observe that safety has become a concern, they should halt the exercise to address the concerns, and re-commence only when they are satisfied that the issues have been resolved satisfactorily. If necessary, the exercise can be ended.

· On-The-Spot Learning Experience – A particular lesson needs to be demonstrated or reinforced.  Controllers and/or Players may spot a point or a lesson that is of special interest. It may be necessary to highlight the point immediately to reinforce the lessons to be derived from it. If this requires that “play” on the exercise be suspended temporarily, then it certainly would be worthwhile to do so.

·  “Time-out” – Difficulties faced by controllers and/or players in continuing the conduct of the exercise.  Any number of concerns or difficulties may arise during the conduct of the exercise to warrant its suspension or termination. This would be determined on the spot by the Chief Controller

Evaluation

66. In order to effective evaluate the exercise, personnel must be specifically identified to capture the details of the exercise. If manpower resources allow, dedicated evaluators may be appointed to take notes of key events during the exercise.  Otherwise, members of the EPCT may be appointed to do so.

CONCLUDING THE EXERCISE

Termination

67. The plan must include instructions for the actions and activities relating to the end of the exercise. However, during the conduct of the exercise, the Exercise Director may terminate the exercise for a number of reasons, including situations such as:

· Safety is compromised – Where the safety officer(s) or controller(s) observe that safety has become a concern, they should halt the exercise to address the concerns, and re-commence only when they are satisfied that the issues have been resolved satisfactorily.

· Difficulties   or   unforeseen   events   faced   by   controllers   and/or participants in the conduct of the exercise – Any number of concerns or challenges may arise during the conduct of the exercise to warrant its suspension or termination.

68. Upon termination of the exercise, some time should be allocated for the Controllers and Players to gather their thoughts on the events to prepare for the “hot wash-up” or debrief. The duration would be dependent on the nature/complexity of the exercise. Time should also be provided for housekeeping i.e. recovery, accounting and stowage of materials, restoration of services, etc.
POST EXERCISE ACTIVITES

Restoring Services

69. Should any services be disrupted during the exercise, the first priority should be to resume these services to enable daily activities to be carried out. 

Hot-Wash

70. Hot-wash-up is a form of quick debrief which is to be carried out as soon as possible after the exercise has been completed when the events are still fresh in the minds of the participants. The purpose is to capture the actions, observations and sequence of events at the lowest level possible. A note taker should be appointed to record the actions and events. 
71. For a large complex exercise, it may be necessary to have different units carry out the hot-wash up concurrently.  For example, a team of security personnel sent to investigate a suspicious package will have to record their actions and the sequence of events, while the controllers will also capture their actions, observations and sequence of events from their perspective.

Debrief

72. The primary purpose of debrief is to consolidate the lessons learnt from the conduct of the exercise so that the facility security plan and procedures can be amended as required. . Thus, debrief is an essential part of the exercise and must not be omitted.  Debriefs can be conducted the day after the exercise such that feedback from hot-wash-up can be collated and analysed.  

73. All participants, both controllers and players, should be present for debrief to be conducted by the Chief Controller.

74. Suggestions for improvements and lesson learnt, if any, should be presented based on the Aim, Objectives and more so, the Specific Objectives and Desired Outcomes of the exercise.  These will also allow all in attendance to be fully cognizant of the records.

Appendix 9 – Pointers for Hot Wash and Debriefs

Reports

75. A written report should be submitted to management as it serves as a record of the event and the lessons learnt. In addition, it is recommended that a briefing on the exercise be given at a management meeting to apprise top management of the proceedings should a written report be submitted. This will allow issues requiring management intervention to be given due attention, especially those involving financial needs for actions required as a result of lessons learnt during the exercise.  Annex C – Format for Reports

Records

76. The ISPS Code recommends that exercises be conducted once every calendar year, with not more than 18 months between exercises.  A simple record of the conduct of the Exercise may be kept as evidence of compliance.
A sample format for an ISPS Drills and Exercises Record Book is given in Appendix 10.

APPENDIX 1 – RESPONSIBILITIES OF THE EXERCISE DIRECTOR

1. The Exercise Director is usually a sufficient senior person with experience in conducting an exercise and with sufficient knowledge of the facility’s security plan.

2. The Exercise Director is in overall charge of the exercise and is the final authority on all matters pertaining to the exercise. He/She is responsible for the controllers in planning for the exercise, and the controllers and participants in the conduct of the exercise. In addition, he/she shall:

i. Approve the exercise objectives.

ii. Determine the participating organizations.

iii. Approve the exercise schedule.

iv. Coordinate with personnel in key leadership positions for participation by the identified organizations.

v. Identify and approve the controllers and participants.

vi. Approve scenario and injects for the exercise

vii. Direct the development of the exercise should there be any doubts over the direction of the exercise.

viii. Arbitrator for any conflict resolution.

ix. Terminate  the  exercise  at  the  end  of  the  scenario  or  when  the objectives have been achieved.
APPENDIX 2 – TASKS OF CONTROLLERS / EVALUATORS / SIMULATORS
1. Any activity benefits from good management, and an exercise is no different – in order to ensure success, it must be properly managed. Therefore a team will be needed to plan and conduct the exercise. The individuals are known as controllers, and the head of the team is known as the Chief Controller.

2. Controllers are responsible for the following:

i. Work out the time-table for the exercise.

ii. Determine the objectives for the exercise 

iii. Plan the scenario for the exercise.

iv. List the injects that will take place during the exercise, relating each inject or event to a specific objective to be achieved or the development of the scenario for the exercise.

v. Arrange for the logistics and other resources such as communications, etc. for the conduct of the exercise.

vi. Prepare and issue various instructions for the exercise.

vii. Brief the participants on the nature, objectives and desired outcomes for the exercise.

viii. Conduct the exercise by initiating and developing the scenario using injects so that participants may respond.

ix. Conduct debrief to gather feedback on the lessons learnt from the exercise.

x. Identify areas for improvement in procedures, materials or resources for the performance of the exercise

xi. Prepare the report to management on the conduct of the exercise.

xii. Enter a record of the exercise in the organization’s official record of events. 

3. Evaluators responsible for the following:

i. Record details of the exercise to facilitate hot-wash and debrief

ii. Identify initiatives, good work and deficiencies in the performance of the participants

4. Simulators are responsible for the following:

i. Carry out their tasks as assigned by the Controllers.

ii. Follow additional instructions by the Controllers, if any

iii. Provide feedbacks, if any, to the Controllers.

APPENDIX 3 – TASKS OF SAFETY OFFICER 

1. To examine the plans for the drill and perform a risk assessment on the proposed events, injects and probable actions and their outcomes.

2. To develop mitigation plans for high risk activities.

3. To be present at the scene of action where the safety risk is assessed to be high at any point during the conduct of the drill to monitor the safety situation.

4. To advise the Exercise Director of any potential breaches of safety.

5. To intervene immediately if it assessed that safety is likely to be compromised by any of the ensuing action.

APPENDIX 4 – SAMPLE AGENDA FOR PLANNING MEETING

*(may be covered in 2 or more meetings)

1.
Date, Time and Location

2.
Aim, Objectives and Desired Outcomes

3.
Type of exercise – tabletop simulation or full scale/live

4.
Scenario

5.
Master Events List

6.
Materials

7.
Participants (Controllers, Simulators and Players)

8.
Written instructions

9.
Communications

10.
Administration

11.
Funding
APPENDIX 5 – SAMPLE MASTER EVENTS LIST
	S/N

	Time
	Description of Inject
	Purpose
	From
	To
	Means of Delivery
	Expected response
	Remarks

	001
	0845
	All participants in position
	
	
	
	
	
	

	002
	0900
	“Exercise Start”
	Exercise commences
	Chief Controller
	All
	Walkie Talkie
	None
	

	003
	0905
	Hole found in fence 
	Test response to security breach, facilitate exercise play
	Operations Controller
	Patrolling Guard
	Placard
	Report, take action to address the breach
	

	004
	0915
	Potential intruders, pretending to be salespersons for office equipment asked to enter the port facility to talk to the administrative staff
	Test procedure for access control, set up for further injects.
	Potential Intruder
	Guard at personnel entrance
	Walk to pass office
	Follow procedures to grant access
	

	005
	0920
	All guards at pass office taken ill with stomach cramps and vomiting.  
	Test ability to mobilize additional manpower
	Operations Controller
	Security Supervisor
	Telephone
	Seek medical attention, manpower to replace guards. 
	

	006
	0930
	The salesmen drives away after been refused entry
	Follow up to inject, potential for further exercise play
	Potential intruder
	Guards at monitoring station
	
	None
	

	007
	0935
	Guards had all bought food from a vendor that was outside the port facility
	Close inject.
	Operations Controller
	Security Supervisor
	Telephone
	Possibility of deliberate mischief
	

	008
	0945
	Delivery of a consignment of unaccompanied baggage
	To verify baggage screening procedures.  Set up for further injects.
	Delivery driver
	Guards at baggage screening
	Drive to port facility
	Follow procedures to process baggage.
	Baggage bomb


APPENDIX 6 – SAMPLE COMMUNICATIONS PLAN

  Players

	
	Ops Room
	Security Monitoring Station
	Pass Office
	Cargo Screening
	Patrolling Guards
	Ship / Vessels

	Telephone

	X
	X
	X
	X
	-
	-

	Mobile

	X
	-
	-
	-
	X
	X

	Marine VHF
	X
	-
	-
	-
	-
	X

	Email
	X


	-
	-
	X
	X
	X

	Walkie-Talkie Ch 1
	X
	X
	X
	X
	X
	-


Controller/Simulators

	
	Ops Room
	Security Monitoring Station
	Pass Office
	Cargo Screening
	Patrolling Guards
	Ship / Vessels

	Telephone

	X
	-
	-
	-
	-
	-

	Mobile

	X
	X
	X
	X
	X
	X

	Marine VHF
	X
	-
	-
	-
	X
	-

	Email
	X
	-
	-
	-
	-
	-

	Walkie-Talkie Ch 9
	X
	X
	X
	-
	-
	-


APPENDIX 7 – SAMPLE LIST OF CODEWORDS

	CODE WORD
	MEANING

	Exercise XYZ Start
	The exercise is to commence

	Exercise XYZ Hold
	The exercise is temporarily suspended

	Exercise XYZ Go
	The exercise is to resume from where it was suspended

	Exercise XYZ Abort
	The exercise is to be terminated (prematurely)

	Exercise XYZ End
	The exercise is completed

	For Exercise
	The message or statement that follows this preamble

relates to the exercise only, and is not to be confused with real activity. This should be used to prefix all telephone or radio communications relating to simulated events for the exercise e.g. “For exercise, I am from the Black September terrorist group. A bomb has been placed in your lobby.”



	No Duff
	The message or statement that follows this preamble relates to a real event or instruction e.g. “No duff, Mr. KLJ has fallen and cut his hand at the Restricted Area Gate 3. Please send a vehicle to pick him up.”


APPENDIX 8 – SAMPLE OF LETTER OF IDENTIFICATION
Name of Port Facility

Address of Port Facility
DD/MM/YYYY

The Security Officer

Name of Port Facility
LETTER OF IDENTIFICATION

This is to certify that Mr. ABC is a controller in a Port Facility Maritime Security Drill being conducted on (insert date of drill). Please contact the undersigned and escort Mr. ABC to the Security Office.

signed

Mr. DEF

Port Facility Security Officer

Name of Port Facility
APPENDIX 9 – POINTERS FOR BRIEFING, HOT WASH AND DEBRIEF
Pointers for Briefing

· What are the aims and objectives of the exercise?

· Who are the participants of the exercise?

· When is the exercise to be carried out? Time table and schedule for the exercise to be presented. 

· What is the scenario? What is to be expected?

· What are the roles and responsibilities?

· Any coordinating or administrative instructions. 

* It may be necessary to have separate briefing for the Controllers and players. 

Pointers for Hot Wash
· Construct the sequence of the exercises (what happened, what was observed, what was done and by whom)

· Was the scenario realistic? What could make it more realistic?

· Were the injects realistic? What could make them more realistic?

· Were the actions by the players appropriate or correct? What could be a better course of actions?

· Was the exercise well planned?

· Was adequate time provided for planning?

· Was there sufficient support (budget, logistics, etc)?

· Was the exercise well executed?

· Were the participants clear on what they need to do?

· Was it carried out to plan?

· Was there any safety incidences?

· Any other suggestions to make the planning, organising or conduct of the exercise better?

Pointers for Debrief

· Recap the scenario, aim and objectives of exercise
· Provide a summary of the events of the exercises as well as the actions by the adversary and the players

· What was done well?
· What was clarified by the exercise?

· What take-away of significant value was derived?

· What should have been done differently?

· Were the objectives achieved? 
· Should any portion of the security procedure or plan be revised?
APPENDIX 10 – SAMPLE DRILL AND EXERCISE RECORD BOOK
	ISPS Port Facility Drills and Exercises

Record Book



	Date


	Event
	Category & Type
	Subject
	Report Reference

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	























Exercise Players





Controllers / Simulators








Safety Officer





Chief Controller





Evaluators





Exercise Director








irector
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